
 

Focusing on HIPAA  
 

What? 
Health Insurance Portability and Accountability Act;  

a federal law that required the government to create nationwide 
standards to protect patient health information 

Why?  
HIPAA was originally developed to: 

Help modernize the flow of healthcare information 

Solve issues regarding healthcare coverage and to provide 
continuing healthcare for people in-between jobs 

Reduce healthcare fraud and protect patient information  

Update standard guidelines of managing healthcare data and 
personal information 

Who?  
Healthcare Professionals, Covered Entities, Business Associates, and Patients 

 

 

 

 
 

Rules and Regulations 
Privacy Rule addresses the use and disclosure of individuals’ health information by entities subject to 

HIPAA. This rule also contains standards for individuals’ rights to understand and control how 
their health information is used. The main objective of the Privacy Rule is to ensure PHI is 
properly protected while still allowing the flow of health information to promote high quality 
health care.   
 

Security Rule safeguards protected health information (PHI), the Security Rule protects a subset of 
information covered by the Privacy Rule. This subset is all individually identifiable health 
information a covered entity creates, receives, maintains, or transmits in electronic form. This 
information is called “electronic protected health information” (e-PHI). The Security Rule does 
not apply to PHI transmitted orally or in writing. 
 

Enforcement 
Rule 

provides standards for enforcing all rules within HIPAA. The regulation within this rule 
establishes how HHS regulators will determine liability and calculate fines for health-care 
providers found to have violated any of the HIPAA rules following an investigation and 
administrative hearing. Privacy complaints are investigated by regulators from the HHS Office 
for Civil Rights. 
 

Omnibus 
Rule 

implements several provisions of the Hitech Act that strengthen the privacy and security for 
health information established within HIPAA which led to finalizing the next rule we will 
discuss. The Omnibus Rule was necessary because while the 2009 Health Information for 
Economic and Clinical Health (HITECH) Act addressed privacy, the requirements for notifying 
patients of data breaches had to be updated. This rule also covers the liability of business 
associates, such as technology providers, and business associate agreements (BAAs). 
 

Breach 
Notification 

Rule 

requires Covered Entities and their Business Associates to provide notification for any breach 
of unsecured PHI. Following a breach of unsecured protected health information, covered 
entities must provide notification of the breach to affected individuals, the Secretary, and, in 
certain circumstances, to the media. In addition, business associates must notify covered 
entities if a breach occurs at or by the business associate. 

Protected Health 
Information (PHI) 

Any information that is 
personally identifiable to 

the patient.  

 

Electronic Protected 
Health Information 

(ePHI) 

Any PHI that is produced, 
saved, transferred in 
electronic form. 

Covered Entity 

Any health care provider, 
health insurance plan 

and clearinghouse 
required to follow HIPAA. 

Business Associate 

any organization that 
may have been hired to 
handle PHI on behalf of a 
CE or another business 
associate. 



SAFEGUARDS 
Administrative 

 
Physical 

 
Technical 

 
 

 security risk assessment            privacy risk assessment 

 

 

 
 

notice of privacy practices 

 



 
 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

www.hhs.gov  

no written authorization required 



 
 

 

 


