

HIPAA PRIVACY ASSESSMENT 



 HIPAA SECURITY RISK ASSESSMENT 


Gap Identification and Remediation


Policies, Procedures and Training


Employee Attestation and Tracking


Business Associate Management


Incident Management



STEP 1


Define Flow Of PHI Within Your Practice


Identify where PHI enters your practice


STEP 2


Identify Flaws Within Your Flow Of PHI And Possible Threats 


Identify vulnerabilities or flaws within your practice and proedures


STEP 3


Analyze HIPAA Compliance Risk Level And The Potential Impact


Determine likelyhood of risk occuring within your practice


STEP 4


STEP 5


Identify what happens with PHI as it flows within your practice


Identify how and when PHI is transferred to other practices 


Identify potential threats for a breach by a person or within software


Identify risks that could potentially impact your practice


Determine the impact that the risks could have on your practice


Assign each threat a high, medium, or low risk level


Implement  Security Measures Based On Risk Assessment


Document and understand your practice risks 


Identify the security measures to resolve the risk


Implement security measures within 30 days of identifying the risk


Repeat Step 4 for ALL Identified Risks


After identifying high risks and security measures to resolve, repeat for medium and low risks


Document every action made during this process show you have completed a through risk analysis


Repeat this entire process as often as desired to ensure your practice is staying HIPAA compliant


At minimum, a HIPAA risk analysis should be completed on an annual basis. 
